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Abstract—Spam messaging inflicts billions of dollars in eco-
nomic damage annually through phishing, malware distribu-
tion, and fraud. While Transformer-based classifiers such as
BERT achieve state-of-the-art accuracy, their computational
requirements (100M+ parameters, billions of FLOPs) render
them impractical for edge deployment on smartphones and
IoT devices. Traditional methods like Naive Bayes and Decision
Trees are lightweight but vulnerable to adversarial obfuscation
and lack semantic understanding. This paper bridges the gap
between high-accuracy Transformers and resource-efficient edge
deployment. We systematically benchmark six lightweight BERT
variants against classical baselines on SMS, email, and Twitter
spam datasets, demonstrating that even minimal Transformers
outperform traditional methods by over 8 percentage points in
F1 score. We reveal severe overparameterization: models achieve
near-peak accuracy with only 10-20% of training data. Motivated
by these findings, we develop TinyLite, a heavily compressed
BERT-Tiny derivative that applies head pruning and hidden di-
mension reduction to achieve 81.6% FLOP reduction while losing
less than 1.1 percentage points in F1. We validate TinyLite’s
robustness across continual learning, federated learning, cross-
domain transfer (email and Twitter), and INT8 quantization
scenarios, confirming its versatility for diverse edge deployments.

Index Terms—spam detection, edge computing, transformer
compression, lightweight BERT, on-device NLP

I. INTRODUCTION

The Spam Threat. Spam messaging, encompassing un-
wanted bulk communications sent across SMS, email, and
social media platforms, accounts for billions of messages
transmitted daily and inflicts significant economic and security
costs on individuals, businesses, and society [1]—[3]]. Financial
fraud via phishing links, unauthorized promotional offers, and
malware distribution campaigns all leverage spam as their
primary attack vector. Beyond direct financial impact, spam
campaigns frequently engage in data harvesting and sophis-
ticated phishing attacks that can lead to identity theft. These
mounting threats underscore the urgent need for effective, real-
time spam detection systems that protect users at the point
where messages are received.

Traditional Detection Methods. Traditional spam filters
deployed at the network or application level typically rely on
bag-of-words models [1]], [4]]. The most common approaches
are Multinomial Naive Bayes classifiers and Decision Trees,
operating on term frequency-inverse document frequency
representations or n-gram features. While computationally
lightweight and capable of processing messages quickly with
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Fig. 1. Overview of TinyLite for edge-based spam detection. The
framework illustrates the research pipeline: identifying the gap be-
tween heavyweight Transformer models and edge deployment re-
quirements, discovering redundant capacity in lightweight variants,
developing TinyLite through systematic compression, and validating
robustness across diverse deployment scenarios.
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minimal hardware resources, these methods suffer from in-
herent brittleness. They ignore semantic context by treating
each word as completely independent, and they fail to capture
long-range dependencies in message text.

Most critically, traditional approaches can be undermined
by simple adversarial tactics called Bayesian poisoning [3].
Spammers deliberately insert misspellings, substitute special
characters for letters, or employ other obfuscation techniques
to evade keyword-based filters. Current mitigations often in-
volve frequent manual rule updates, expert-curated blacklists,
or costly retraining on freshly labeled data. These practices
do not scale efficiently and raise privacy concerns when user
messages must be aggregated on central servers for processing.

Transformer-Based Detection. In contrast, Transformer-
based text classifiers such as BERT and its variants deliver
state-of-the-art results on natural language processing tasks by
modeling deep bidirectional context via self-attention mecha-
nisms [6], [[/]. These models learn rich representations that
capture how each word relates to every other word in a
passage. However, the original BERT models contain over
100 million parameters and require billions of floating-point
operations per inference pass, making them impractical for
deployment on resource-constrained edge devices such as
smartphones, tablets, and IoT modules [3]], 8], [9].

Challenges and Motivation. This paper bridges the gap
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between high-accuracy Transformer models and resource-
efficient on-device deployment. As illustrated in Figure [I}
we develop TinyLite, a heavily compressed Transformer
model specifically designed for edge-based spam detection.
We benchmark TinyLite against both traditional methods and
modern deep learning approaches across three distinct datasets
covering SMS text messages, email, and Twitter posts. We
also validate the robustness of our approach across realistic
deployment scenarios including continual learning, federated
learning, cross-domain transfer, and model quantization.

Physical Intelligence Perspective. Our work aligns with the
emerging paradigm of physical intelligence, which considers
how intelligent systems must operate within the physical
constraints of their deployment environments [3]], [[10]-[12].
Edge devices such as smartphones and IoT sensors impose
strict limitations on memory, computation, thermal dissipation,
and battery consumption [13]], [14]. Deploying spam detec-
tion directly on these devices offers significant advantages:
reduced latency for real-time protection, enhanced privacy
by keeping message content local, and independence from
network connectivity. TinyLite embodies three principles of
physically intelligent design: hardware-software co-design tai-
lored to edge device constraints, resource adaptability for low-
power and low-data environments, and system-level efficiency
addressing thermal and battery limitations [[15[], [16]. The
detailed analysis of how TinyLite achieves these goals is
presented in Sections [[V] and [V]

Research Questions. Our research methodology proceeds
through four stages, each addressing a specific research ques-
tion: ) RQ1: How much does a Transformer-based edge
paradigm improve spam classification performance over tradi-
tional machine learning methods? ¢7) RQ2: To what extent can
lightweight BERT models achieve high classification accuracy
when fine-tuned on only a fraction of the available training
set? iii) RQ3: What efficiency gains in model size and
computational requirements does our proposed TinyLite model
deliver relative to baseline architectures? iv) RQ4: How stable
and generalizable is TinyLite when deployed across multiple
spam domains and under various on-device learning scenarios?

Contributions. We develop TinyLite, a heavily compressed
Transformer model purpose-built for edge-based spam detec-
tion, and systematically validate its effectiveness. Our specific
contributions are:

o C1: We present a comprehensive study of edge-based
spam detection that systematically evaluates lightweight
Transformer models, identifies compression opportuni-
ties, develops an optimized compression strategy, and
validates robustness across realistic deployment scenarios
(Sections [II] and [TV).

¢ C2: For RQI, we confirm that lightweight BERT variants
substantially outperform classical Naive Bayes and Deci-
sion Tree approaches, demonstrating superior robustness
of contextual embeddings against lexical obfuscation tac-
tics (Section [[V-A).

o C3: For RQ2, we reveal that lightweight models reach
near-peak accuracy with a small fraction of training

data, demonstrating significant overparameterization and
motivating aggressive compression (Section [[V-B].

o C4: For RQ3, we develop TinyLite through systematic
ablation studies, achieving substantial FLOP reduction
while maintaining performance comparable to uncom-
pressed baselines (Section [[V-C).

o CS: For RQ4, we validate TinyLite in continual learning,
federated learning, cross-domain transfer, and quantiza-
tion scenarios, demonstrating versatility for diverse edge
deployment settings (Section [[V-DJ.

The rest of this paper is organized as follows. Section
provides background on spam detection methods and Trans-
former architectures. Section details our methodology in-
cluding hardware platform, datasets, models, and experimental
protocols. Section presents empirical findings organized
by research question. Section [V] discusses key observations
explaining why Transformer models succeed where traditional
methods fail. Section reviews related work. Section
concludes with summary and future directions.

II. BACKGROUND

This section provides background on traditional spam de-
tection methods, the Transformer architecture, and lightweight
BERT variants that make edge deployment feasible.

A. Traditional Spam Detection and Its Vulnerabilities

Early spam detection focused on classical machine learning
applied to engineered text features. The most widely adopted
approach uses Multinomial Naive Bayes classifiers operat-
ing on TF-IDF feature vectors [4]. These classifiers became
ubiquitous due to simplicity, interpretability, and extremely
low computational cost, training in seconds and classifying in
microseconds. Decision Trees offer interpretability advantages,
expressing classification logic as if-then rules that operators
can inspect [1]. Support Vector Machines have also shown
competitive performance [|17]].

Despite practical utility, these bag-of-words methods are
inherently brittle. They treat each word as completely inde-
pendent, ignoring semantic context. The word “free” in “free
as in freedom” receives identical weight as “free” in “free
money.” They cannot capture long-range dependencies: when
a message begins with innocent content but ends with spam, all
words are weighted equally. These limitations make traditional
classifiers vulnerable to adversarial attacks. Bayesian poison-
ing [5]] inserts deliberate misspellings or character substitutions
(“drvgsTo” instead of “drugs to”) that classifiers treat as
unknown vocabulary items. Good-word attacks [18] inject le-
gitimate words to dilute spam indicators, tipping classification
toward legitimate.

Countermeasures include heuristic rules matching obfus-
cation patterns, blacklists, and frequent retraining on new
data. These impose ongoing maintenance burdens without
addressing the fundamental lack of contextual understanding.
Centralized retraining also raises privacy concerns when user
messages must be collected and labeled.
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B. Transformer Architecture and BERT

The Transformer architecture revolutionized NLP through
self-attention mechanisms that allow every position in a se-
quence to attend to every other position [6], [7]. Unlike
recurrent networks that process text sequentially, Transformers
process all positions in parallel while capturing long-range
dependencies through learned attention weights.

BERT (Bidirectional Encoder Representations from Trans-
formers) applies the Transformer encoder to learn deep bidi-
rectional representations through masked language model-
ing [6], [19], [20]. During pretraining on massive corpora
(billions of words from Wikipedia and books), random tokens
are masked and the model predicts them from bidirectional
context. This produces representations capturing rich linguistic
knowledge transferable to downstream tasks [21f], [22]. After
pretraining, BERT is fine-tuned on specific tasks by adding a
classification layer.

A key component enabling robustness against obfuscation is
WordPiece tokenization [23]]-[25]]. Unlike traditional tokeniz-
ers producing whole-word tokens, WordPiece breaks words
into subword units based on frequency statistics. Common
words remain intact, but rare or obfuscated words split into
pieces overlapping with known vocabulary. When encounter-
ing obfuscated tokens, the tokenizer produces subwords that
share representations with related words, providing inherent
robustness against obfuscation attacks.

C. Lightweight BERT Variants

Full BERT’s computational demands (110M parameters,
billions of FLOPs per inference) motivated extensive com-
pression research [26]], [27]. DistilBERT [28]] uses knowledge
distillation [29] to train a smaller student network mimicking
a larger teacher, achieving 40% size reduction while retaining
97% of BERT-base performance with 6 layers and 66M param-
eters. ALBERT [30]] introduces cross-layer parameter sharing
and factorized embeddings, achieving strong performance with
only 12M unique parameters across 12 layers. BERT-Small
and BERT-Tiny [31] systematically reduce depth and width:
BERT-Small uses 4 layers with 512 hidden units (29M param-
eters); BERT-Tiny uses 2 layers with 312 hidden units (14M
parameters). MobileBERT [32] introduces inverted-bottleneck
modules optimized for mobile CPUs, delivering near-BERT
accuracy with 4x faster inference. TinyBERT [33] employs
two-stage distillation producing a 4-layer model with 14.5M
parameters matching DistilBERT performance.

These variants exemplify major compression strategies: dis-
tillation (DistilBERT, TinyBERT), weight sharing (ALBERT),
depth/width reduction (BERT-Small/Tiny), and architectural
redesign (MobileBERT) [34]], [35]]. Pruning approaches re-
move redundant parameters, with research showing many
attention heads are redundant [36]], [37]]. Quantization converts
weights to lower precision for faster inference [38]-[40]]. Our
work builds on this foundation by identifying which strategies
are most effective for spam detection and demonstrating that
more aggressive compression is possible given task simplicity.
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III. METHODOLOGY

This section describes experimental methodology, covering
the hardware configuration, datasets spanning different spam
domains, the classification models under evaluation, metrics
for assessing effectiveness and efficiency, and the experimental
protocols designed to address each research question.

A. Hardware and Software Configuration

All experiments were conducted on a mid-range laptop
representative of contemporary consumer devices that might
serve as edge deployment targets [8]], [10]. Table[[| summarizes
the hardware specifications. We deliberately chose this config-
uration to demonstrate that effective Transformer-based spam
detection is achievable without enterprise-grade hardware, as
many edge deployment scenarios offer comparable or superior
computational resources.

TABLE 1. Hardware and Software Configuration

Component  Type Specification
Model Intel Core (10 cores, 16 threads)
CPU Clock 2.4 GHz base, 4.8 GHz turbo
Memory 32 GB DDR4 @ 3200 MHz
Model NVIDIA RTX 4060 Laptop
GPU VRAM 8 GB GDDR6
CUDA Cores 3072 @ 115W TDP
Storage SSD 1 TB NVMe (3500 MB/s)

We report results under two configurations: CPU-only
inference, which simulates deployment on devices lacking
dedicated accelerators, and GPU-accelerated inference, which
represents deployment on devices with discrete or integrated
graphics capable of running CUDA workloads.

B. Dataset Collection and Preprocessing

We conduct experiments on three publicly available spam
classification datasets spanning the major domains where spam
detection systems are deployed: SMS text messages, email
communications, and social media posts [41]-[43].
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UCI SMS Spam Collection [41] serves as our pri-
mary benchmark, containing 5,572 English-language mes-
sages (4,825 legitimate, 747 spam) collected from multi-
ple sources. Messages average approximately 80 characters
with vocabulary spanning over 8,700 unique tokens including
abbreviations, emoticons, and deliberate misspellings char-
acteristic of informal SMS communication. Kaggle Email
Spam Dataset [42] contains 5,171 email messages (3,672
legitimate, 1,499 spam) with substantially longer messages
averaging 1,048 characters and vocabulary exceeding 50,000
tokens. Kaggle Twitter Spam Dataset [43] contains 5,572
tweets with Twitter-specific conventions including hashtags,
mentions, and URLs. For all datasets, we performed stratified
80/20 train/validation splits preserving class proportions.

C. Models Under Evaluation

We evaluate nine classification models that are organized
into three categories.

1) Classical Baselines: To establish performance floors,
we include two traditional bag-of-words classifiers [4]: (1)
Multinomial Naive Bayes operating on TF-IDF feature vectors
with vocabulary limited to 5,000 terms, and (2) Decision Tree
classifier using the same TF-IDF features, implemented using
scikit-learn with default hyperparameters.

2) Lightweight BERT Variants: We evaluate six lightweight
BERT variants with publicly available pretrained check-
points [26]: DistilBERT [28] (6 layers, 768 hidden, 66M
parameters), ALBERT [30] (12 layers with parameter sharing,
12M parameters), BERT-Small [31] (4 layers, 512 hidden,
29M parameters), BERT-Tiny [31] (2 layers, 312 hidden, 14M
parameters), MobileBERT [32] (24 layers with bottleneck,
25M parameters), and TinyBERT [33]] (4 layers, 312 hidden,
14.5M parameters).

3) TinyLite (Proposed): Our proposed TinyLite model
builds on BERT-Tiny and applies two compression strategies:
reducing attention heads from 2 to 1 per layer, and reducing
hidden dimension from 312 to 128 units. The resulting model
contains approximately 4.32 million parameters while main-
taining strong classification performance.

All BERT variants were fine-tuned from pretrained check-
points using the Hugging Face Transformers library [20] with
a classification head consisting of dropout (p=0.1) followed
by linear projection to two output logits.

D. Evaluation Metrics

We assess model performance using effectiveness and
efficiency metrics that together characterize the accuracy-
efficiency tradeoff central to edge deployment [8f], [[14].

() Accuracy: Accuracy measures the proportion of messages
correctly classified, computed as (TP + TN)/N where TP,
TN, and N denote true positives, true negatives, and total
samples respectively.

(i7) F1 Score: F1 Score computes the harmonic mean of
precision and recall: F1 = 2 - %, where precision P =
TP/(TP + FP) and recall R = TP/(TP + FN). This

metric ensures both precision and recall must be high to

achieve a high score, making it preferred for imbalanced
binary classification.

(i77) Inference Latency: Latency measures per-sample pre-
diction time in milliseconds: L = Total Time/Samples. Prior
research establishes delays under 100ms are perceived as
instantaneous [44], 100 to 300ms are noticeable but tolera-
ble [45], and delays exceeding 300ms interrupt cognitive flow.

(iv) FLOPs: Floating-point operations measure computational
complexity, estimated for Transformers as FLOPs ~ 2 x L x
H? x S where L is layers, H is hidden dimension, and S is
sequence length (128 tokens in our experiments).

E. Experimental Protocols

We designed four experimental protocols corresponding to
our research questions [46]], [47].

RQ1 Protocol (Transformer vs. Baselines). All eight
models trained on full SMS training set and evaluated on
validation set. Classical baselines use TF-IDF with 5,000
terms; BERT variants fine-tuned for 3 epochs with batch size
16 (CPU) or 32 (GPU), AdamW optimizer with weight decay
0.01, learning rate 5 x 10~° with linear warmup.

RQ2 Protocol (Data Efficiency). DistilBERT and BERT-
Tiny fine-tuned on training fractions of 10%, 20%, through
90% using stratified sampling. F1 plotted against training
fraction to identify diminishing returns.

RQ3 Protocol (Compression Ablation). Systematic abla-
tion from BERT-Tiny evaluating: (1) layer reduction (2 to 1),
(2) head pruning (2 to 1 heads), (3) hidden reduction (312 to
128), (4) structured 20% weight pruning [34]], [37]]. Compound
strategies evaluated for viable single-factor approaches.

RQ4 Protocol (Robustness Validation). TinyLite and
BERT-Tiny evaluated under: (1) continual learning with 5
sequential batches of 500 examples [46], (2) federated learning
with 5 clients using Dirichlet non-IID partitions [47]], (3) cross-
domain transfer to email and Twitter without fine-tuning, (4)
INT8 dynamic quantization using PyTorch utilities [39], [40].

IV. RESULTS

This section presents empirical findings organized by re-
search question, with tables and figures illustrating key per-
formance comparisons.

A. RQI: Transformer versus Traditional Baselines

Table [lI] presents accuracy, F1 scores, and inference latency
for all models on the UCI SMS Spam Dataset. The classical
Naive Bayes baseline achieves 97.22% accuracy and 0.8848
F1, while Decision Tree achieves 96.86% accuracy and 0.8763
F1. All six BERT variants dramatically outperform these
baselines, with DistilBERT achieving the highest performance
(99.46% accuracy, 0.9799 F1) and the smallest model BERT-
Tiny achieving 99.28% accuracy and 0.9730 F1, surpassing
Naive Bayes by over 8 percentage points in F1 [[6], [28]].

On GPU, all models except ALBERT achieve latency un-
der 100ms, meeting the instantaneous threshold from HCI
research [44], [45]. On CPU, only BERT-Tiny (30.7ms) and
TinyBERT (45.6ms) achieve sub-100ms latency. ALBERT’s
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TABLE II. RQ1: Model Performance and Inference Latency on UCI
SMS Spam Dataset

Model Accuracy F1 Score CPU (ms) GPU (ms)
DistilBERT 0.9946 0.9799 78.9 4.2
ALBERT 0.9892 0.9586 1613.7 112.3
BERT-Small 0.9919 0.9697 51.2 3.1
BERT-Tiny 0.9928 0.9730 30.7 2.1
MobileBERT 0.9937 0.9764 89.4 5.8
TinyBERT 0.9910 0.9667 45.6 2.8
Naive Bayes 0.9722 0.8848 0.3 -
Decision Tree 0.9686 0.8763 0.2 -
1.00
0.98
0.96 A

0 0.94 -

8 0.92 |

£0.90

“0.88 -
0.86 A
0.84 A
0.82 -

® S48 & & & & &
& NS N & S
SR -
Models

Fig. 3. RQ1 results showing F1 score comparison of traditional
baselines (Naive Bayes and Decision Tree) versus six lightweight
BERT variants on the UCI SMS Spam Collection. All Transformer
models substantially outperform the classical methods.

exceptionally high CPU latency, despite having only 12 million
parameters, results from its parameter sharing architecture:
while memory-efficient, the repeated application of shared
weights across 12 layers requires significant computation [30].
RQ1 Summary: All BERT variants substantially outper-
form traditional classifiers with F1 improvements exceeding 8
percentage points, confirming contextual embeddings provide
far more robust spam detection [48], [49]. However, latency
constraints limit viable CPU options to the smallest models.

B. RQ2: Data Efficiency

Figure [] plots F1 score against training data fraction for
DistilBERT and BERT-Tiny. Both models achieve near-peak
classification accuracy with only 10 to 20 percent of available
training data [27], [35]. Beyond this threshold, additional data
provides marginal improvement as the learning curves flatten
dramatically. This indicates severe overparameterization: mod-
els designed for complex GLUE benchmark tasks have
far more capacity than needed for binary spam classification
on short messages with limited vocabulary.

RQ2 Summary: Near-peak performance with 10 to 20 per-
cent training data reveals that most model capacity is arguably
wasted, providing motivation for aggressive compression.

C. RQ3: Compression Ablation

Figure 5] presents ablation results [34]], [36]. Layer reduction
(2 to 1) causes catastrophic degradation (F1: 0.949 to 0.781,
loss of 16.8 percentage points), demonstrating that both layers

1.00
DistilBERT
o
A Bert-Tiny
N 0.9 Near-peak at 10-20% Capacity
NB Baseline
0.85

10 20 30 40 50 60 70 80 90
Percentage of Training Data

Fig. 4. RQ2 data efficiency results. Both DistilBERT and BERT-

Tiny achieve near-peak F1 (greater than 0.97) with only 10 to 20

percent of training data, revealing overparameterization relative to

task complexity.

F1 Score
F1 Score

Single compression strategies Comp compression g

(a) Single strategies (b) Compound strategies

Fig. 5. RQ3 ablation results. (a) Single compression strategies: layer
reduction causes catastrophic F1 drop; head pruning, hidden reduc-
tion, and structured pruning maintain F1 above 0.90. (b) Compound
strategies: TinyLite (Head plus Hidden) achieves optimal balance.

perform essential functions [50]. In contrast, head pruning
(2 to 1 heads) reduces F1 by only 2.4 percentage points,
hidden reduction (312 to 128) by 4.0 percentage points, and
structured pruning by 1.3 percentage points [37]. Our TinyLite
configuration combines head pruning with hidden reduction,
achieving F1 of 0.930 (loss of 1.09 percentage points) with
81.6 percent FLOP reduction.

TABLE III. TinyLite versus BERT-Tiny Efficiency Comparison

Model F1 Score  GFLOPs
BERT-Tiny 0.949 0.639
TinyLite 0.930 0.117
Reduction 1.09pp 81.6%

RQ3 Summary: Layer depth is critical while width di-
mensions can be reduced [51]. TinyLite achieves 81.6 percent
FLOP reduction with only 1.09 percentage points F1 loss.

D. RQ4: Robustness Validation

Figure [6] shows TinyLite’s robustness across four deploy-

ment scenarios [46], [47].

In continual learning (Figure [6a), TinyLite catches up
to BERT-Tiny by round 4, reaching 0.9630 vs 0.9697 F1
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Fig. 6. RQ4 robustness validation across four deployment scenarios.

by round 5. In federated learning (Figure [6b) with non-
IID partitions, TinyLite catches up by round 2 and remains
within 0.41 percentage points through round 5. In cross-
domain transfer (Figure , TinyLite achieves 0.9406 F1
on email (0.38 percentage points gap) and 0.9467 on Twitter
(1.60 percentage points gap) without retraining. Under INT8
quantization (Figure @), both models maintain identical F1
scores with zero performance loss [39]], [40].

RQ4 Summary: TinyLite demonstrates robust performance
across all scenarios, tracking BERT-Tiny within 0.5 to 1.6
percentage points F1, confirming versatility for diverse edge
deployment settings [|14].

V. KEY OBSERVATIONS

Beyond quantitative results, our experiments reveal im-
portant insights about why Transformer models outperform
traditional methods for spam detection and how compression
affects model behavior [6f], [26]. These observations have
implications for designing future edge-deployed classifiers.

* Observation,: Subword tokenization defeats Bayesian poi-
soning attacks by decomposing obfuscated tokens into mean-
ingful pieces that overlap with known vocabulary.

Discussion: Spammers employ Bayesian poisoning by insert-
ing typos, character substitutions, or obfuscation to evade
keyword-based filters [Sf, [18]. Traditional classifiers treat
obfuscated tokens as unknown vocabulary items with no
relationship to their intended meaning. Consider the example:
“Low-cost prescripiton drvgsTo listen to email call 123.” Tra-
ditional TF-IDF with Naive Bayes predicts this as legitimate
because “prescripiton” and “drvgsTo” are unrecognized. BERT
variants succeed because WordPiece tokenization [24], [25]]
breaks “drvgsTo” into subword pieces (“dr,” “vgs,” “To”)
that partially overlap with known roots like “drugs.” During
fine-tuning, the model learns that such subword sequences in
contexts discussing purchases signal spam intent.

* Observationy: Self-attention captures long-range depen-
dencies, enabling detection of spam indicators regardless of
their position in the message.

Discussion: Sophisticated spam often begins with innocent
conversational content before revealing commercial intent [[1]].
Consider: “Hi babe... missing me? SP visionsms.com Text
stop to stop 150p/text.” Naive Bayes misclassifies this because
benign opening tokens (“Hi,” “babe,” “missing”) outnumber
spam indicators at the end. BERT succeeds because self-
attention is position-agnostic, meaning every token’s represen-
tation incorporates information from all other tokens [7]. The
model learns to assign high attention weights to diagnostic
tokens like domain names and pricing information regardless
of position, ensuring spam signals propagate through all layers.

* Observations: Contextual embeddings prevent false posi-
tives by distinguishing word meanings based on context.
Discussion: Traditional filters trigger on words frequent in
spam, causing false positives in legitimate contexts [4]. Con-
sider: “I liked the new mobile.” Naive Bayes flags this as
spam because “mobile” appears frequently in spam offering
phone deals. BERT correctly classifies it as legitimate because
contextual embeddings reflect word meaning in context [19],
[52]. The words “liked” and “new” provide cues that this is
a personal opinion, not a commercial solicitation. The clas-
sification head learns to distinguish these contextual usages,
associating spam with “mobile” co-occurring with commer-
cial language (“free,” “deal”) versus legitimate with personal
language (“liked,” “my”).

* Observationy: Layer depth is critical for classification
accuracy while attention width and hidden dimensionality can
be aggressively reduced.

Discussion: Our ablation studies reveal striking asymmetry:
reducing layer depth causes catastrophic loss (16.8pp), while
reducing attention heads or hidden dimensions causes only
modest degradation (2.4 to 4.0pp) [36], [37]]. The two Trans-
former layers perform qualitatively different functions. The
first learns local token-level patterns while the second ag-
gregates these into global sequence-level representations [S0].
Neither can be eliminated. In contrast, multiple attention heads
provide redundant parallel pathways; a single head suffices
for binary classification. Similarly, 128 hidden dimensions
encode sufficient features for spam detection. This insight
directly informed TinyLite’s design: maintain full depth while

aggressively compressing width.
* Observations: Task simplicity enables aggressive compres-

sion. SMS spam detection requires far less model capacity
than general NLP tasks.

Discussion: The severe overparameterization in RQ2 (peak
accuracy with 10 to 20 percent data) and successful 81.6
percent FLOP reduction in RQ3 reflect fundamental mis-
match between model capacity and task complexity [27]], [35].
BERT was designed for GLUE benchmark tasks requiring
subtle linguistic understanding such as inference, similarity,
and coreference [21]. SMS spam detection is comparatively
simple: limited vocabulary (under 9,000 tokens), short mes-



Draft Manuscript — Under Revision - December 2025 Portfolio Sample

sages (80 characters average), and often obvious features
(URLs, phone numbers, promotional language). The unused
capacity corresponds to dimensions essential for complex NLP
but irrelevant for spam detection [51f]. This suggests edge
deployment should be approached through a task-specific lens,
where compression level depends on task complexity [[14].

VI. RELATED WORK

This section reviews prior research relevant to our work,
organized into four areas: traditional spam detection, BERT
compression, applications of BERT to spam detection, and
edge machine learning systems.

(1) Traditional Spam Detection. Classical machine learn-
ing approaches to spam detection have been extensively
studied [1]], [4]. The dominant paradigm uses bag-of-words
feature representations where each message is converted to
a sparse TF-IDF vector. Multinomial Naive Bayes classifiers
became the standard due to simplicity, interpretability, and
efficiency [4]. Decision Trees provide interpretable alterna-
tives [1]], while Support Vector Machines show competi-
tive performance on benchmarks [17]]. However, these meth-
ods share fundamental vulnerabilities to adversarial attacks.
Bayesian poisoning inserts obfuscated tokens that classifiers
cannot recognize [5)]; good-word attacks inject legitimate
words to dilute spam indicators [18]. Defenses impose on-
going maintenance costs without addressing the fundamental
brittleness of keyword-based methods.

(2) BERT Compression. The computational demands of
BERT have motivated extensive compression research [26].
Knowledge distillation trains smaller models to mimic larger
ones [29[]; DistilBERT [28|] achieves 40% size reduction
while retaining 97% performance, and TinyBERT [33|] ex-
tends this with two-stage distillation. Parameter sharing ap-
proaches like ALBERT [30] reduce memory footprint by
reusing weights across layers. Architectural redesign pro-
duces MobileBERT [32] with inverted-bottleneck modules
optimized for mobile inference. Direct scaling yields BERT-
Small and BERT-Tiny [31] with reduced depth and width.
Pruning removes redundant parameters, with research showing
many attention heads are redundant [36], [37]], [50]. The
lottery ticket hypothesis has been applied to BERT [35],
and progressive module replacement offers another com-
pression path [S1]. Quantization converts weights to lower
precision [38]]-[40]. Hardware-aware optimization like Mnas-
Net [11] and HAQ [53] jointly considers architecture and
hardware constraints.

(3) BERT for Spam Detection. Several recent studies apply
BERT to spam detection. Tida and Hsu [48] fine-tune full
BERT models on email corpora achieving >95% accuracy, but
assume GPU-accelerated server inference without considering
edge constraints. Sahmoud and Mikki [49] adapt BERT to
SMS spam, noting computational challenges but deferring
edge deployment to future work. Studies on opinion spam
and social media spam confirm benefits of contextual embed-
dings [4]], [[17]] but focus on accuracy rather than deployment
efficiency. Our work differs by systematically benchmarking

lightweight variants, demonstrating overparameterization, de-
veloping optimized compression, and validating across edge
deployment scenarios.

(4) Edge Machine Learning. Research on edge ML has
produced frameworks and techniques for deploying neural
networks on resource-constrained devices [3]], [[12], [13[]. The
emergence of edge computing has motivated extensive work
on efficient inference [§f], [[10]. Mobile-optimized inference
frameworks (TensorFlow Lite, PyTorch Mobile, ONNX Run-
time) provide tools for model conversion and quantization.
Neural architecture search produces models optimized for edge
hardware [[11f]. TinyML has enabled deep learning on micro-
controllers [9], [15], while TinyTL reduces memory require-
ments for on-device learning [[16]. Vehicle edge computing
demonstrates collaborative learning on connected devices [14],
[54], [55]]. Applications span keyword spotting [56], wake
word detection, and smart sensor processing. Human-computer
interaction research establishes critical latency thresholds: de-
lays under 100ms are perceived as instantaneous [44]], 100 to
300ms are tolerable [45]], and greater than 300ms interrupt
cognitive flow. Federated learning enables privacy-preserving
distributed training [47], while continual learning addresses
catastrophic forgetting when models adapt to new data [46].
Our work contributes by demonstrating that Transformer-based
NLP, previously considered expensive for edge deployment,
can be made practical through task-specific compression.

VII. CONCLUSION

This paper addressed deploying high-accuracy spam detec-
tion on resource-constrained edge devices. We systematically
investigated the gap between traditional methods that are
efficient but brittle, and Transformer methods that are accurate
but computationally demanding, developing TinyLite as a
practical solution combining benefits of both paradigms.

Our evaluation confirmed that lightweight BERT variants
outperform traditional classifiers by over 8 percentage points
in F1 score, demonstrating the value of contextual embeddings
for spam detection. We revealed severe overparameterization,
with models achieving peak accuracy using only 10 to 20
percent of training data. We developed TinyLite achieving
81.6% FLOP reduction with less than 1.1pp accuracy loss.
Robustness validation across continual learning, federated
learning, cross-domain transfer, and quantization confirms
TinyLite’s versatility for diverse edge deployments.

These findings establish that Transformer-based spam detec-
tion is feasible on edge devices, enabling privacy-preserving
on-device inference while maintaining accuracy benefits. Fu-
ture work will extend TinyLite to multilingual and multimodal
spam detection.
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